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Executive Summary 
The SELIS Project aims to deliver a cloud-based “platform for pan-European logistics applications” which will 
work as “a network of logistic communities specific shared intelligent information spaces termed SELIS 
Community Nodes (SCNs)”.   

T3.3 aims to develop interfaces for connecting data sources to the content-based routing infrastructure which is 
a core component of the SCN architecture enabling the sharing of information with the usage of pub/sub 
technologies. 

In this deliverable we present the initial version of Connectivity Interfaces to enable interoperability and supply 
chain visibility among external, internal and extensional systems of SELIS as defined in D1.1, D2.1 and D4.1. The 
current version of the deliverable (D3.5) examines the case of interoperability for the identified systems and 
devices, including ERP, TMS, WMS, order taking, tracking, demand planning tools, and inventory planning tools 
as well as IoT devices. The deliverable also examines the generic case of interoperability by offering a generic 
connectivity library. 

The importance of interoperability among SELIS systems is amplified by the number and variability of the 
involved systems, using different types of data, different formats and messaging templates, causing syntactic, 
semantic and pragmatic heterogeneity. The role of the connectivity interfaces in SELIS, is to allow all involved 
systems to communicate (exchange information) in a seamless and agnostic manner. Therefore, this deliverable 
describes these generic mechanisms that are needed in order to facilitate this communication. 

 

Disclaimer 

The content of the publication herein is the sole responsibility of the publishers and it does not necessarily 
represent the views expressed by the European Commission or its services. 

While the information contained in the documents is believed to be accurate, the authors(s) or any other 
participant in the SELIS consortium make no warranty of any kind with regard to this material including, but not 
limited to the implied warranties of merchantability and fitness for a particular purpose. 

Neither the SELIS Consortium nor any of its members, their officers, employees or agents shall be responsible or 
liable in negligence or otherwise howsoever in respect of any inaccuracy or omission herein. 

Without derogating from the generality of the foregoing neither the SELIS Consortium nor any of its members, 
their officers, employees or agents shall be liable for any direct or indirect or consequential loss or damage 
caused by or arising from any information advice or inaccuracy or omission herein. 

 

Copyright message 

© SELIS Consortium, 2016-2019. This deliverable contains original unpublished work except where clearly 
indicated otherwise. Acknowledgement of previously published material and of the work of others has been 
made through appropriate citation, quotation or both. Reproduction is authorised provided the source is 
acknowledged. 
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HTTP Hypertext Transfer Protocol 

X.509 Standard that defines the format of the public key certificates 

REST REpresentional State Transfer 

SCN SELIS Community Node 

ERP Enterprise Resource Planning 

TMS Transportation Management System 

WMS Warehouse Management System 

MES Manufacturing Execution System 

IMS Inventory management System 

LPWAN Low Power Wide Area Network  
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demonstrate the architecture of different systems. Finally, connectors for the IoT devices enabling traceability 
and enhanced visibility are also presented. The presented connectivity interfaces and libraries are expected to 
evolve throughout the project remaining aligned to the dynamic business requirements defined by the Living 
Labs. 

1.3 Document outline 

The deliverable starts with the definition and detailed description of a generic Publish/Subscribe client library 
using a REST API (Section 2). Following a problem statement for supply chain visibility, the foundations for supply 
chain visibility connectors are set and the connectors for internal, external and extensional SELIS systems are 
presented (Section 3). Section 4 describes the connectors for IoT devices, used to enable traceability and supply 
chain visibility and finally, Section 5 summarizes and provides some concluding remarks. 

The document is completed with the references used for the writing of this deliverable and some appendices 
with information deemed useful for the deliverable but were not included in the main body to enhance 
presentation. 
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2 Generic client libraries for the SELIS Publish/Subscribe system 

The SELIS Publish/Subscribe system is one of the core component of the SELIS Community Node (SCN). It provides 
the secure communication channels between the SCN modules. The system is designed to preserve the privacy 
of the exchanged information even when deployed on the untrusted hardware, such as it occurs in the cloud 
environment. The detailed description of the Publish/Subscribe system is available as part of the deliverable 
D3.3.  

In this document, the technical details of the client interface of the Publish/Subscribe system are explained and 
the technical details about generic client libraries (connectors) are presented. 

2.1 The Publish/Subscribe client interface 

The communication interface of the Publish/Subscribe system is based on the Representational State Transfer 
(REST) API, sockets and web sockets. The publishing of messages works asynchronously by sending the messages 
to the REST endpoint. The subscribing to the messages requires creation of a dedicated socket/web socket 
connection to support pushed notifications. The messages exchanged between the publishers and subscribers 
are in the form of the key/value list. The subscribers specify the criteria which are applied during the content-
based message filtering, hence allowing to receive only the information of interest of the specific module.  The 
authentication is done within the REST interface, while the authorization occurs internally during the filtering 
stage of the messages. The Figure 1 shows the architecture of the Publish/Subscribe system, including the client 
interface and the filtering stages.  

 

 

Figure 1 SELIS Pub/Sub Architecture (from D3.2) 

2.2 Publish/Subscribe Protocol 

The SELIS Publish/Subscribe system exposes its functionality with the worldwide standardized REST API. Due to 
the independent nature of the protocol, the integration is relatively simple for most popular programming 
languages. The REST API is built on top of the HTTP1 protocol, which in the production system can be secured 
with the X.5092 certificates, providing the SELIS Publish/Subscriber system authentication and protection of data 
privacy and integrity. 

2.2.1 Publish 

Endpoint specification: POST /publish 

                                                           
1 https://tools.ietf.org/html/rfc2616 
2 https://tools.ietf.org/html/rfc5280 
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err := pubsub.subscribe(subscription, callback) 

if err != nil { 

 // handle error 

} 

In order to unsubscribe, the unsubscribe() method from the PubSub struct has to be invoked. 

pubsub.unsubscribe(subscription) 

2.3.3 Publishing new messages 

The messages exchanged within the SELIS Publish/Subscribe system contain the list of key:value pairs. In GO it 
can be represented by a map[string][string] as presented in the following example: 

msg := map[string]string { 

 "_type": "PKI", 

 "_subtype": "avg_price", 

 "supplier_id": "ABC2138", 

 "value": "1908", 

} 

To publish the message, the publish() method from the PubSub struct has to be invoked. In exceptional situations, 
such as connection problem or unavailability of the SELIS Publish/Subscribe system, the error is returned. It is 
the responsibility of the developer to properly handle it as the library will not try to automatically re-send the 
message. 

err := pubsub.publish(msg) 

if err != nil { 

 // handle error 

} 

2.3.4 Error handling 

The SELIS Publish/Subscribe GO client library does not force the developer to handle the errors. It simplifies fast 
prototyping and tests the interaction with the SELIS Publish/Subscribe system, but it is not recommended for 
production code. Therefore, the developer should also check for the error type returned from the 
Publish()/Subscribe() methods and handle them accordingly.  

2.4 Client library in Java language 

The SELIS Publish/Subscribe Java Library allows a Java client to interact with the SELIS Publish/Subscribe, by 
establishing and maintaining the connection to the SELIS Publish/Subscribe. It also allows a Java client to publish 
and receive messages by subscribing for Messages fulfilling the custom criteria. The SELIS Publish/Subscribe Java 
Library simplifies the interaction with the SELIS Publish/Subscribe system by hiding the technical details of the 
SELIS Publish/Subscribe protocol from the client. 
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Messages accepted by the SELIS Publish/Subscribe system have to be in the form of key:value pairs. To simplify 
the creation of messages, the SELIS Publish/Subscribe Java Library provides a Message class, which can be filled 
with the data and sent directly to the SELIS Publish/Subscribe system. 

Message msg = new Message(); msg.put("OrderId", "ABC123"); msg.put("price", "100"); msg.put("quality", 
"0.80"); 

2.4.3 Subscribe 

The Subscription class allows to quickly define the subscription criteria. To create the subscription, it is required 
to provide client’s hash and subscription Id, which are used to authenticate the subscriber in the SELIS 
Publish/Subscribe system. 

Subscription subscription = new Subscription("d5644e8105a d77c3c3324ba693e83d8fffd54950", 
"sub8875959152"); 

The next step requires to provide subscription’ criteria. Single criteria are represented by Rule class, where one 
Subscription can have many Rules. Each Rule defines the key, the value and the matching criteria, f.e.: price<=80, 
orderId=ABC123, quality>=0.5, etc. Rules are always treated as a conjunction, therefore only messages matching 
all of the criteria are delivered to the subscriber. To create subscription of alternative rules, convert it to few 
subscriptions of excluding rules. 

In the following example, there are Rules created to match the Messages which define the price lower than 80 
and the Quality greater or equal to 0.5: 

subscription.add(new Rule("price", "80", RuleType.LE));  

subscription.add(new Rule("quality", "0.5", RuleType.GE)) ; 

Once the SELIS Publish/Subscribe system processes the Message matching the Subscription’ criteria, it notifies 
the Subscriber on the callback provided during the registration of Subscription. Therefore, the Subscriber is 
obliged to create the callback method, on which it receives and handles the Message delivered by the SELIS 
Publish/Subscribe system. 

The SELIS Publish/Subscribe Java Library provides the interface Callback which requires to implement single 
onMessage() method. The message delivered from the SELIS Publish/Subscribe system is pushed to this method. 
In the following example, the Subscriber’s callback simply prints the message content to the standard output: 

public class MyCustomCallBack implements de.tu_dresden.selis.pubsub.Callback { 

    @Override public void onMessage(Message message) {  

        System.out.println("Received {}", message); 

    } 

} 

Once the Subscriber has defined the Subscription and the Callback, it can register both in the SELIS 
Publish/Subscribe system by invoking the subscribe() method: 

pubSub.subscribe(subscription, new MyCustomCallBack()); 
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The unchecked PubSubConnectionException can be thrown when the connection to the SELIS Publish/Subscribe 
system cannot be established. Please check the Error-handling section of this document for more information 
regarding error handling. 

2.4.4 Error-handling 

The SELIS Publish/Subscribe Java Library defines its own Exception hierarchy, where the highest Exception is 
PubSubException. All the other exceptions inherit from PubSubException. 

PubSubException is an unchecked exception, therefore it does not require from the Client to catch the exceptions 
which could be potentially thrown during the publish/subscribe operations. Nevertheless, for the production 
application it is recommended to handle such exceptions. 

2.4.5 Logging 

The SELIS Publish/Subscribe Java Library uses org.slf4j.Logger API to provide some Debugging information. The 
Library itself does not come with any implementation of org.slf4j.Logger, so it is up to the Client which 
implementation to choose. Please follow slf4j documentation for more information: 
https://www.slf4j.org/manual.html 

For the prototyping we suggest to use the slf4j-simple, which does not require any initial configuration. Download 
from: https://www.slf4j.org/download.html 

Maven dependency: 

<dependency> 

<groupId>org.slf4j</groupId>  

<artifactId>slf4j-simple</artifactId> 

 <version>1.7.5</version> 

</dependency> 
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Supply chain management systems have been classified in several ways, with the stage (Inbound, Outbound, 
Production) being the most prevalent. For SELIS, the systems are classified as internal, external and extensional. 

3.4.1 Internal Systems 

These are the systems relating to the supply chain operations of all the actors involved. These include, ERP 
systems, Warehouse Management Systems (WMS), Transportation Management Systems (TMS), Manufacturing 
Execution Systems (MES), Inventory Optimisation Systems, Procurement Systems, Production Planning Systems, 
Scheduling, Transportation Planning, Order Management Systems and Demand Forecasting tools. All these 
systems have different requirements, different data structures and exchanges, making integration through SELIS 
not only vital but also challenging.  

 

Figure 2 Internal systems classification [6] 

Enterprise Resource Planning (ERP) systems have a key role in facilitating supply chain visibility. Most commonly, 
ERP systems are based on a single database that is shared across different business units of an organisation and 
therefore have the ability to enhance in-house visibility. Some first steps towards supply chain integration have 
already begun in the area of ERP systems in the form of ERP-Supplier and Supplier-ERP integration. Integration 
of ERP systems with systems across the supply chain can offer many benefits to all the supply chain actors. 
Integration can improve efficiency between different departments and companies by automating the steps of 
the supply chain management workflow. Additionally, integrated supply chains become more agile and 








































































